Cyberthreats

The more things change the more
they stay the same.
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So many threats,
So little time.
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Opinions are my own

Statements and opinions here are mine and not
those of the
Tennessee Comptroller’s office




Text jamescornelius021

Let’s Interact to 22333

You've joined James Cornelius’
session (JAMESCORNELIUS021).
When you're done, reply LEAVE

Powered by PollEverywhere.com




m Text JAMESCORNELIUSO021 to 22333 once to join @.

Your favorite of the four seasons?

Spring
Summer
Fall

Winter

None of the above. Tennessee only has two seasons, humid and cold.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Your favorite of the four seasons?

Spring
Summer
Fall

Winter

None of the above. Tennessee only
has two seasons, humid and cold.

.. Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




s Text JAMESCORNELIUSO021 to 22333 once to join

Your favorite college team?

Alabama

Florida

Kentucky

Tennessee

Georgia

How dare you not list my team!

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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.. Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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So, what is a
cyberthreat?

The possibility of a malicious attempt
to damage or disrupt a computer
network or system. — Oxford Dictionary

They perform cyberattacks and cause
cybersecurity incidents.

he bad guys that do bad things to
our computers.




Cyberthreat
Actors

Who are they and why are they doing it?




Cvyber threat actor

[ Nation-states ]

7

Cybercriminals

!

Hacktivists

Terrorist groups

Thrill-seekers

Insider threats

Motivation

Geopolitical

Profit

|deological

Ideological violence

Satisfaction

Discontent
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e State-Sponsored Cybercrime

Nation States

* Espionage
e Cyberwar

This Photo from WIRED, Conde Nast


https://www.wired.com/wp-content/uploads/2015/08/map2.jpg

Cybercriminals

All About the Benjamins

S8 Trillion — estimate cost in 2023

$10.5 Trillion — estimate cost in 2025

This Photo is licensed under CC BY-SA



https://libertytvradio.com/cybercrime-ncc-boss-fg-takes-measures-to-check-menace/
https://creativecommons.org/licenses/by-sa/3.0/

Hacktivism

Ideologically motivated
- Wikileaks

- Anonymous

- LulzSec

- IT Army



Terrorist Groups

Primarily used to recruit and spread their
Views

* FBl and other law enforcement groups
perform takedowns of the sites when
possible.
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Because it's there and someone said it shouldn’t or

. it can’t be done.
Th rl I I See ke rs * Lots of overlap with Hacktivists
* Sometimes become the next generation of
security professionals



Insider Threats

Intentional

» Sabotage, Theft, Espionage, Fraud, and Competitive
advantage

Unintentional

* Mistakes, Carelessness, Policy Violation




s Text JAMESCORNELIUSO021 to 22333 once to join

Most active cyberthreat actor?

Nation-states
Cybercriminals
Hacktivists
Terrorists groups
Thrill-seekers

Insider threats

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Most active cyberthreat actor?

Nation-states
Cybercriminals
Hacktivists
Terrorists groups
Thrill-seekers

Insider threats

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




Cyberattacks



https://biovolttechnologies.wordpress.com/2017/05/19/warning-another-cyber-attack-on-the-way/
https://creativecommons.org/licenses/by-nc-nd/3.0/

Social Engineering — A Not So Cyberattack

noun: social engineering

The use of deception to manipulate
individuals into divulging confidential or
personal information that may be used for
fraudulent purposes. — Oxford Dictionary

Social Engineering attacks use the same
techniques as a good old fashion con-artist.

“Sooner or later, everything old is new
again.”
- Stephen King




Elements of a Social Engineering Attack

Reciprocity — People tend to return a favor.

Commitment and Consistency — In general people attempt to follow through on something
they said they would do.

Social Proof — People will do things that they see other people are doing.

Authority — People will tend to obey authority figures, even if they are asked to perform
objectionable acts.

Liking — People are easily persuaded by other people whom they like.

Scarcity — Perceived scarcity will generate demand.

- Influence: The Psychology of Persuasion, Robert Cialdini



Social
Engineering

Cyberattacks

Phishing — Spear Phishing — Whaling — Business Email
Compromise

Baiting — Get a free chicken sandwich!!!

Malware — Ransomware, Spyware, Stalkerware, Adware —
docx, xIsx, pdf

Pretexting — Per our last email...

Quid Pro Quo — We have prevented a security attack; we
need you to...

Vishing — Phone calls — The FBI has closed your Social
Security Account...

Water-Holing — Doctor’s hate these tricks. Number 7 will
shock you...

Smishing — Text messages — Your Amazon account has been
accessed...



From: GlobalPay <VT@globalpay.com> &
: Restore your account

: February 7, 2014 3:47:02 AM MST

: David

1 Attachment, 7 KB Save v

Dear customer,

We regret to inform you that your account has been restricted.

To continue using our services plesa download the file atached o this e-mall and update your login information.

© GlobalPaymenising
@

update2816.html (7 KB)

Hide

Quick Laok

Google
Gmail ~ - a 0 & Em- %

Important: Your Password will expire in 1 day(s) Inbox  x

MyUniversity 12:18 PM (50 minutes ago)

Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.

Please follow the link below to update your password
myuniversity.edu/renewal

o Y

bz w5

g@% Thank you

\%9 & MyUniversity Network Security Staff

MY UNIVERSITY

SRS

Claim Your Tax Refund Online

We identified an error in the calculation of your tax from the last payment,
amounting to $ 419,95, In order for us to return the excess payment, you
create a e-Refund account after which the funds will be credited
to your specified bank account.

¢ "Get Started" below to claim your refund:

You have won $5,000.
The prize needs to be
claimed ASAP. Please
reply with your bank
information so we can
deposit the money into
your account.

@ vplers

email

$100 OFF

EXCLUSIVELY
FOR YOU

Use the Coupon Code on any of the below
Design & Coding or Only Coding services

EMAIL TEMPLATE | LANDING PAGE

UPLERS100

Coupon

AVAIL OFFER

Digital Social Engineering Attacks




Let's Play a Game

Rapid fire round.




Think of a Superhero

DARK
HORSE
COMICS




m Text JAMESCORNELIUSO021 to 22333 once to join g.

Which hero did you pick?

Batman, Superman, [ronman,
Hawkeye, Spiderman

Wolverine, Thor, Deadpool,
Punisher, Black Widow

None of those

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




Pick a Number 1 through 10



7?7
37
27

Nope!

w Text JAMESCORNELIUS021 to 22333 once to join

Was your number

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app







m Text JAMESCORNELIUSO021 to 22333 once to join g.

Which color did you pick?

Red, Blue, Black,
Green, White

Pink, Orange, Brown,
Purple, Yellow

None of those basic
colors...

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Let’s talk about
passwords

Top 10 most common passwords from
a list of 10 million from data breaches.

Using the top 10 would let you guess
16 out of 1000 passwords.




Top methods to compromise

Cybe ratta Cks by th e num be 'S an organization and steal data.

0% 20% 40% 60% 80% 100%
Creds
Phishing

Exploit vuln

Botnet

0% 20% 40% 60% 80% 100%
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This Photo is licensed under CC BY-SA

Protecting the human

Security Awareness is the beginning.

- Trying to prevent security incidents with
technology alone will fail.

Look for the manipulation elements.

When you get a strange email, phone call, or
text message take time to consider if it is trying
to manipulate you.


https://www.halopedia.org/MJOLNIR_Powered_Assault_Armor/Mark_V(J)
https://creativecommons.org/licenses/by-sa/3.0/

Protecting the
computer

Exploits — Update devices and applications — Use auto-update.
» Restart devices at least once a week to ensure updates are
fully applied.
Password Attacks — Strong and Uniqgue for each one

* At least 16 characters long, not a single dictionary word, not
personal information.

* Multi-factor authentication
* Test message (SMS), one-time code, hardware key
e Password manager
* One password, have random ones for everything else.

Misconfigured Systems
* Use instructions for correct configurations
* Vendor websites
e Trusted technical resources

This Photo by is licensed under CC BY-SA-NC


http://www.bauer-power.net/2017/12/mining-bitcoin-on-55-year-old-ibm.html
https://creativecommons.org/licenses/by-nc-sa/3.0/

Resources

Stop | Think | Connect

https://www.stopthinkconnect.org/tips-advice/general-tips-and-advice

National Cyber Security Alliance
https://staysafeonline.org/



https://www.stopthinkconnect.org/tips-advice/general-tips-and-advice
https://staysafeonline.org/

Damage from
Cyberattacks

Oof, right in the wallet!



https://www.flickr.com/photos/cibomahto/2291127824
https://creativecommons.org/licenses/by-sa/3.0/

Yahoo!

Colonial Pipeline Company




~24,000 disclosed security incidents in 2022
Security incidents can lead to data breaches

5,212 confirmed data breaches across all sizes of

H oW Mma ny public and private organizations in 2022
- Verizon Data Breach Investigation Report,
cyberattacks 2022

can there be?

~67 security incidents a day
~14 data breaches a day

The number of non-disclosed incidents and
breaches are likely as high if not higher

This Photo is licensed under CC BY


https://www.sketchport.com/drawing/5266662089555968/too-many-papers
https://creativecommons.org/licenses/by/3.0/

2593 — Victims announced by ransomware
groups. True number unknown likely higher.

Ransomware 41% - Percentage of organizations paid

228, 125 — Average ransom payment
Pay up or else > 8 Pay
S$457 million — Estimated ransomware income




Data Breach — They lost how
many?

~1.2 billion records exposed in breaches in 2022

Personally Identifiable Information (PII)

- Information that can identify a specific
person

- Name, Address, Phone number,
Birthday, SSN, Gov’t ID#, CC#, Tax ID#

Health Data (HIPAA)
- Dr. notes, diagnoses, medicines, injuries




Dark Web Value of Those Records

Healthcare data: $250

Credit card details and associated information: $17-S120

Online banking login information: $65

Facebook account: $45

Cloned VISA with PIN: $20

Stolen payment account details, minimum $1,000 balance: $20

Hacked web and entertainment services: Up to $40

Documents and account details allowing identity theft: $1,010



Costs of
Ransomware
and Data
Breaches

Costs of response, recovery, lost
productivity, PR, revenue

e Globally - $4.35 Million per incident
e Business - $4.11 Million per incident
e Healthcare - $10.1 Million per incident

e Governments - $2.03 Million per
incident

60% of businesses increased
costs to their customers

- IBM Cost of a Data Breach report, 2022




.. @ When poll is active, respond at pollev.com/jamescornelius021 é.
s Text JAMESCORNELIUSO021 to 22333 once to join

Cost of Identity Theft to an Individual?

$250

$700

$1,600

$2,300

4 Easy Payments of $29.99 + S&H

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Cost of Identity Theft to an Individual?

$250
$700
$1,600
$2,300

4 Easy Payments of $29.99 + S&H

.. Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




Personal costs of a
data breach

$1,600 - Average cost per incident

9 hours - Average time spent working to
reclaim identity

Other potential impacts

- Carry court documents to prove identity
for official business

- Credit rating damage that might not be
removed
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Can it get worse?

A Brave New PRI .
WOr‘d O [ v :' s - e | 2
Cyberattacks - | N

This Photo is licensed under CC BY


https://scherlund.blogspot.com/2017/05/gurbaksh-chahal-how-to-prepare-for.html
https://creativecommons.org/licenses/by/3.0/
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They seemed so

normal - Bots
Manipulation

- Attacks

- Click/Like Farming
Hashtag Highjacking g
Repost Storm ., N - 2
Sleeper Bots [ =3
Trend Jacking and Watering Hole Attacks

- Estimated 2/3rd of tweeted links are posted AT
by bots h A

- Motivation '

- Financial, Social, Political, teh lulz

This Photo is licensed under CC BY-ND


https://theconversation.com/beaten-by-bots-training-ai-for-first-person-shooter-games-11176
https://creativecommons.org/licenses/by-nd/3.0/

Key Points

* Things like Phishing are not new.
Just new delivery methods.

e Passwords are hard but can be
managed.

* More than likely your identity is
already out there. Assume that
and prepare accordingly.

e Cyberwarfare and Deception are
the new kids in town.

This Photo is licensed under CC BY


https://www.flickr.com/photos/gotcredit/33371994690/
https://creativecommons.org/licenses/by/3.0/



https://www.thebluediamondgallery.com/wooden-tile/q/questions.html
https://creativecommons.org/licenses/by-sa/3.0/
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