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DISCLAIMER

The opinions expressed during this presentation are my
own. They do not necessarily represent the views of
the Tennessee Comptroller of the Treasury, his
representatives, or the Tennessee Department of Audit.
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What is Cybersecurity?
According to CISA.gov:

Cybersecurity is the art of protecting networks,
devices, and data from unauthorized access or
criminal use and the practice of ensuring
confidentiality, integrity, and availability of

information. A7)
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CIA TRIAD
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* Confidentiality

* Integrity

* Availability
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Who Is Responsible for Cybersecurity?

T@
ENNESSEE
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How About those Vols?

Link when it

5% of all cybersecurity

8/12/2024




Who is at Risk of a Cyber-Attack?

s
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What Do They Have in Common?
« City of Knoxville * Montgomery County Government
* Knoxville Police & Fire Department  * City of Collierville
« Lawrence County Sheriff’s Office * Sevier County
« Coffee County Sheriff’s Office * City of Springfield
« Spring Hill City & 911 * Anderson County
* Henry County 911 * Pellissippi State Community College
* Murfreesboro Police & Fire * Maury County Public School District -
Department « Jefferson County Schools #) )
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Everyone is a Target Because:
Cybercrimes Are Big Business!

B

=

(CYBERCRIMES LOSSES WERE $8  $102 BILLION WAS REPORTED  $1.3 MILLION-AVERAGE LOSSES  ESTIMATED ONE ATTACK OCCURS EVERY  $16.4 BILUON A DAY OR

https://www.usatoday.¢ y/ i i /) ity-statistics/ 5
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“If we think about
cybercrime the way

we think about the
GDP of countries, it
would be the third
largest economy in

23 (Estimated to be $9.5

the world after the
U.S. and China.”

Cisco CEO
Chuck Robbins
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hink they get h'a‘ck’e,:ci_;.r’j.i :
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Social Engineering-

(in the context of information security)

the use of deception to manipulate individuals into
divulging confidential or personal information that

may be used for fraudulent purposes.

How People Really Get Hacked

https://languages.oup.com/google
_dictionary-en/
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+ Takes advantage of human behaviors using
psychological manipulation. The user may respond
due to:

* Fear

SOClaI « Curiosity

* Greed

Engineering - Helpfulness

* Urgency

* Trust

19

Threats

‘(*
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Cybersecurity Threats

* Business Email Compromise
* Phishing/Smishing/Vishing
* Malware/Ransomware

* Weak Passwords

21
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A type of cybercrime in which the attacker
uses email to trick someone to share
sensitive and confidential information or
send funds to them through various means
which could include wire transfers, gift
cards, or some other means of paying fake
invoices.

22

2023
+ EBI reports 21,489 complaints regarding BEC, with
STATISTICS-Be adjusted losses over 2.9 billion dollars. ’
In The KNOW!

* Phishing and Spoofing 298, 878 complaints, with
adjusted losses over 18.7 million dollars.

* R 2,825 ints with adj d losses over
59.6 million dollars.

‘To report a cybercrime complaint: www.ic3.gov

. ¢ %,
https:/ / www.ic3. dia/PDF/AnnualR¢ /2023_1C3Re .pdf T
https:/ /wwiw.ic3.gov/media, nnualReport, _IC3Report.pd Tt
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x Why Be Concerned about BEC?

Complaints
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FBI Knox,
Publc Aftas Offcer Darrell DeBusk
(66%) 5440751 B com B Facebook s Email

Maren 7, 2024
FBI: Scammers Stole $160 Million From Tennesseans in 2023
KNOXVILLE, TN Tonnessoo rosidonts o moro than $160 milont Iniot scammors astyoar,according toa now roprtrloased by o

f nvostgatn o undorscoros

Foderal Buroau
in the Voluntaer State.

1n 2023, Tonnessee ranked 315t n tho country, with FBI's Intornot Crime
(163), oporting ossos amounting to $161,195,036. Thoso figuros undorscoro tho dovastating IMpact cyborcrime as on individuals and
businesses siatawide

“Werve noliced a staady streeim of cybsrcime hers n Tannassee. This masns we all nesd 0 be sxira carsiul and lake acton (o slay safe oniine,
said Joseph Cartico, spacial agent in chargs of the F51's Knoxvill Fiskd Offic “Cybercriminas are aiviays corming up witt new frcks to scarm
people. whether you'te a requiar person or a big company. So, s realy imp in attention and

protecting ourseves online.

Tech support scams, investment faud. (BEC) smerge as in Tonnessee
is the heig by individuais over 60 o falling victim to these cyber scams.

Nationwide, in 2023, the IC3 recorded a staggenng 830,415 complaints, indicatng & substantal ise in cybercrime actvies across the nation. The
s sconng the soverty of the

Notably, tnis ficant © of Caliornia
Toxas, Fiorda, New York, and Onio reporlad e highest number of wilims, whis Calfornia, Texas, and Florida also [0ppad the list n terms of
financiallosses

‘ crucial . your accounts. nks or
opaning atiachmants in & mais from unfamiiar sourcas,” said Jason Jarnagin, sup the ki

Knoxvill “Kasp your comp w And »

o 100 00t 1o be rus, st your qut and doubls-check before sharing personal informetion or sending money”

The el Tocal
Tennesseans against cyber attacks. f your business s the victim of a cyber attack. contact your local FBI offce immedistely for assistance

For moro information on tho 2023 Itomt Crimo Roport and rasourcos for cyborsacuriy,visit the [C3 Wobsito at w3 gov.
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How BEC Works

. Compromised account
° Email account is 15 uEed 10 request
compromised payment

Cyber Atacker
Wi QI

26
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CEO Fraud: Impersonating Account Compromise: Hacking Vendor Email Compromise: Attorney Impersonation: Using,
executives to request fund an employee’s email for Altering invoice details for urgency and authority to
transfers fraudulent requests payment redirection faciltate transfers

’*
Tenessee
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Real Life Examples Of BEC

Children’s Health Care-Atlanta-$3.6 million

Eagle Mountain City, Utah-$1.3 million

Toyota Boshoku Corporation-$37 million

City of Lexington, KY- $4 million

8/12/2024

Real-World
Phiching Examples of BEC

Atanints
3 * Malachi Mullings, 31 Sandy Springs,
GA. He created 20 bank accounts

ichi for The Mullings Group LLC from
_Phlshlng @ 2019-2021. During this time, he
phished a State Medicaid Program
SChEI‘nES B and set up Romance Schemes for
$4.5 Million dollars

75
TenREssee
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Real-World
Examples of BEC

* ETS Contracting, Brooklyn, NY
$240,926 Brianna S. Graves, 30
Kansas City, MO she sent an
email to ETS with payment
instruction for a company ETS
was working with. However, the
email had 1 letter different in
the domain and it was
Fraudulent.

75
TenREssee
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Red Flags

/\/W\AHOW Can I Be in the Know?

- '

/4

Real-World Example

> On Friday, April 1 . 10:38: 5.7 AM CDT, Donna Craig

> Randi

> |'ll need you to process a payment for medf)da
> TRANSFER/CHECK MAILING. For the —
> Administrative networking web-hosting activity expense.

> —

> Gatback to me if you can ge& this dane, 50 i can forward the payment

>details to you.
>

> Regards

> Donna

On 4/1/22, Randi French <ra m> wrote:
> Yes ma'am | sure can :)

> Thank you,Randi FrenchHenry County Trustee

32

From: Donna Craig (clerkofficeili @gmail.com)
H Q T randifrench@yahoo.com
Date: Friday, April 1, 2022, 11:05 AM CDT

Randi

initiate a an outgoing wire transfer to the account details below:
ACCOUNT HOLDER: CONSTANCE LYON

BANK NAME: M&T BANK

ACCOUNT NUMBER: 9888615268 > <

ROUTING NUMBER: 031302955 _~ %

AMOUNT :$4,780.00
BANK ADDRESS &

roan Dr, Newark,19711

Payment for Administrative Networking web-hosting activity service expenses @
NNESSEE
Get back to me with the payment confirmation slip once you are done APTROLLER
TENNESS!  making the payment. THETREASURY

[
.

Donna
33
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----- Original Message-—

From: Tammy Steele <mulliimpio@multilimpio.com.mx>
To: Dmyers2382 <Dmyers2382(@aol.com>

Sent: Tue, Aug 29, 2017 11:07 am

Subject: Invoice number 8662549 second Notification

Good day First Utility District of Tipton County 2275,

past due.

http://funfrance fr/lnvoice-266141-reminder/

Yours Truly,
Tammy Steele

Called you a few times without success. Decided to reach you by email. | need to know the status of this invoice below, it's way

8/12/2024
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REIMBURSEMENT

. o o %
@ Jennifer M Garoutte <p2345678967778@gmailcon | 2 2

() we removea wra ine Breaks from this message.

HI Penny

Are you fied to grab 8?1 Iy You to make provision for gift
cards for me at any local stores around. Let me know when you are ready for details .

1 would reimburse you when am through.

Thanks
Jennifer M,

TENNESSEE COnsent from my iphane

To @ Penny Austin TPM

5
TenNEssee

COMPTROLLER
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Impact of Business Email Compromise

Financial Loss:

Direct theft of rustamong
funds citizens and
partners

Operational
Disruption: Costs
related to

investigation and
remediation

36
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What is Phishing?

38

What Are They * Passwords
Phishing For
and . ) .

What Could Be *Financial Information

* Personal Information

Compromised ¢ County’s Information
With One Click?

* Computer Systems

13



Phishing, Smishing, and
Vishing

EMALS THAT CREATE A SENSE OF FEAR,
URGENCY, OR CURIOSITY. IT MAY ASK YOU CLICK O
WAUCOUS WESTE UINES OF OPEN ATTACHMENTS THAT

8/12/2024

CONTAINMALY

g,

ke segiettngn
Dt ey 222 B2
Aot 7389
SMISHING ATIACKS GENERALY USE TEMT MESSAGES (-

SHORT MECSAGE SERVICES) AND VISUING USESVOKE
PRIVAR
coMMumunon. WHEREAS PHSHIG "ATACKS YRCALY
s

NSTIVE

FORMATION. SWISHING - ATIACKS MOBILE
DEVICES WHLE PHSHING ATTACKS TARGEY COMPUTERS OR
ANY DEVICE WITH ACCESS TO EMAIL

VISHING ATTACKS ARE UIKE SMISHING, BUT INSTEAD OF A
GEIT IS ACCOMPLISHEDVIA A PHONE CALL

40

—Original Message

. A 29, Wzlluui.m
P h IS h I n s..n,m Acvaw”rr\cn.pm
g Do friond >
H Colledyou o fow times withos scess B Bt saqgach o by smail Ave o avoilable?
mal et e

Cimmodiate paymesEH not paid yet 7 G b P online at thiEwobsite D

Tuyla

41

-
Create
Strong

Passwords
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[SORRYAYOUR PASSW(
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57

x Password Complexity

A ,
A Passwords—Dos and Don’ts

DO
Use different passwords for
all accounts

Change passwords regularly
Create strong, memorable
passwords

DON'T

Don’t use widely known
information

Don’t write down and “hide”

your password

Don’t save passwords in
browsers

8/12/2024

15



8/12/2024

r
B

ilovepizza

W

TeNNESSEE COMPTROLLER OF THE T

R
OF THETREASURY

46

;,4
.
1lov3P1zzA1!

MO

TeNNESSEE COMPTROLLER OF THE T

OF THETREASURY

47

;,4
0
#lluvP3pP3Ron1P2!

ST G

TeNNESSEE COMPTROLLER OF THE T

OF THETREASURY

48

16



How to Prevent Cybersecurity
Threats like BEC!

*Multi-factor authentication

8/12/2024
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What Do I Do If I Suspect I Have Responded to a
Threat like BEC or Phishing?

Don't Panic Report it immediately to
management.

Follow your organizations If needed, management
cyber policy/cyber-attack should seek guidance from
plan IT or software vendors,

50

Ransomware

What is it?

* A malicious software that is a form
of high-tech extortion where the
software hijacks computer systems
and holds them hostage until their
victims pay a ransom.

17
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How Is Ransomware
Launched?

Visiting an unsafe, suspicious, or fake
website

Opening an email or email attachment

from someone you may or may not know
and were not expecting

52

OP and THINK
befo

You CLICK

Your data is what business is built on: Make
backups and avoid the loss of information
critical to operations.

Even the best security measures can be
circumvented with a patient, sophisticated
adversary. Learn to protect your information
where it is stored, processed, and transmitted.
Have a contingency plan, which generally starts
with being able to recover systems, networks,
and data from known, accurate backups.

fose,

Tenessee
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Operating Systems
and Anti-Virus
Updates

aaYaval

TTIN IN FACT THERE IS AN ATT \CI
Early Reporting / s Management, I'T and r\jm\ nLj\Lnd 1\{[‘ \//

01 02

Assess Implement

the Measures
Attack. To Minimize The
Effects of the Attack.

56
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/T CAN'T MURT YO OPeN : ’: i
Education
Security
Awareness
Training
‘
58
TNCOTCC / CYERAWARE

St W B G B
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tncot.cc/cyberaware

Local Government
Audit

%7 Useful Links

60
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Create Strong
Passwords and
Change Regularly

DO NOT SHARE

61

“IF YOU FAIL TO PLAN,
OU ARE PLANNING TO FAIL’
-BENJAMIN FRANKLIN

https://www. com/q 460142-if-you-fail-to-pl
you-are-planning-to-fail

62

®~#  GUIDES STAFF REGARDING STEPS TO TAKE AFTER YOU
meé  REALIZED YOU HAVE BEEN ATTACKED.

: i h -’ D O a IDENTIFIES CRITICAL DATA AND ASSETS-KNOW YOUR DATA

AND ASSET TREASURES IN YOUR DATA FORTRESS.

DOCUMENTS CYBERSECURITY INSURANCE INFORMATION-DO

‘ YOU HAVE CYBER INSURANCE?-KNOW THE INSURANCE
1 D INFORMATION?
Plan:

Y REFERENCE DISASTER RECOVERY PLAN FOR DATA

:k DIRECTS RESPONSE-CONTACTS LIST-WHO ARE YOU GOING
TO CALL?

. RESTORATION INSTRUCTIONS.

63
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Cybersecurity
Posture

Know your environment!

8/12/2024

Operating Systems
and
Anti-Virus Updates

Update!
Update!
Update!

65

BACKUP! BACKUP!

BACKUP!

* Your data is what business is built on: Make

backups and avoid the loss of information
critical to operations.

+ Even the best security measures can be
circumvented with a patient, sophisticated

adversary. Learn to protect your information

where it is stored, processed, and

transmitted. Have a contingency plan, which

generally starts with being able to recover
systems, networks, and data from known,
accurate backups.

66
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Best Defense-Recap

Cybersccurity Awareness Training
* Create Strong Passwords and change regularly.

* Do not share your passwords.

Use MFA (Multifactor Authentication

Develop a Cybersecurity Plan

Understand Your Office’s Cybersceurity Posture

Know what your sensitive data is and where it is stored.

* Use antivirus software and anti-malware software on computers to detect malicious software.

Update your operating system

Backup Regularly

Most imponan:l‘y, be a good team member. Be mindful, think before you click. Communicate to
level of if ing seems off or if you think you may have clicked on

something.

67
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¢ Confidentiality

* Integrity

* Availability

68

Best Defense-Overlap

How Do We Maintain Confidentialit How Do we Maintain Integrityof ~ How Do We Protect Availability of
of Our Data and Networks? our Date and Netwo our Data and Networks?
¢ Employee Training « Employee T " *  Employee Training
+ Know what your sensitive * Physical Sceurity +  Update and Patch
information is and where it is * Backup and Recovery + Backup Data Daily.
stored. Procedures and Plans

+ Redundancy of backups/ store
off-site weekly.

¢ privileged user aceess
+ Data Validation and
Vetification +  Inventory your data.

Restricting access to least privileged
users.

Strong Password Protection Or

1 tecti Audit Trails and logs. +  Implement and follow Record
Multi-factor Authentication.

Retention Policies.

* Logging Out of the Application +  Proper Disposal of data and
when away from workstations and records.
locking the workstation. To lock o
select Ctrl+Alt+Delete. *  Monitoring

Password protected screen savers or
sleep settings that activate within 30
minutes or less of inactivity.

69
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Conclusion

**
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“Be In The Know!”
That
Makes You A Winner!

ﬂ \'
[ER

Questions?

Barbara Shults

Barbara.Shults@cot.tn.gov
615-747-5359

tn.cot.cc/cyberaware
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